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Background

Ensuring compliance with GDPR and data protection regulations have been a legal
requirement since 2018 and failure to comply can result in fines and regulatory
actions from the Data Protection Commission (DPC). All Irish organizations that
handle personal data of their members are required to ensure the protect the
individuals rights people have over their data (e.g., access, rectification, deletion, and
portability), and to have clear procedures to respond appropriately and with
transparency & Accountability. A strong commitment to GDPR compliance reassures
members that their data is handled securely and safely.

As a general rule data must be retained for no longer than is necessary for the
purpose for which it was collected in the first place.

Purpose
The purpose of this standard operating procedure is to ensure data is retained only
as long as necessary and securely deleted and destroyed when no longer needed.

Scope of this SOP
This SOP applies to members of the IHPA.

Abbreviations
e SOP: Standard Operating Procedure
e |HPA: Irish Hangliding and Paragliding Association
e GDPR: General Data Protection Regulations
e DPC: Data Protection Commission
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Procedure

Retention periods for data held and processed by the IHPA include:

Website logs: The IHPA website does not gather or retain any data on any
users.

Enquiries: The only way for an enquiry (or registered member, logged-in or not)
to be made through the website is through the 'Contact Us' link on the website.
The website will generate a blank pro-forma email to be opened with simply the
IHPA recipient's email address and a suitable subject line on the user's own
laptop. No processing beyond that occurs and no data from the enquiry is stored
on the website.

Pilot Membership Records: Registered members of the IHPA are maintained in
an active state by being renewed annually by members. In the case a member
does not renew their membership for over 3 years, their account becomes
dormant and only minimal data is retained to record Pilot training qualification
record as below (pilots name, date of birth and training record).

Visiting Pilot Membership Records: All Visiting Pilot Membership records will
be deleted at the end of each year.

Pilot Membership Mailing list: Data relevant to mail annual membership
badges is retained for up to 2 years after membership expires or member is
deceased. Then members names are removed from the IHPA mailing list.
Financial records: 7 years (for tax compliance)

Pilot Training Qualifications and Record: Each pilot provides the IHPA with
documentation and contact details, if necessary, of their Training Schools and
Instructors to validate their qualifications. Pilots can take extended breaks from
the sport and regularly seek to re-enrol after many years with the expectation
that the IHPA will retain their training records. A limited amount of this training
information (name, date of birth, instructor and Training School) is archived as
there may be no other record available (training school closed, etc.). All retained
data can be deleted if requested by the pilot.

These retention periods are based on legal, qualification and operational needs.
All digital data is securely stored on the IHPA website server which is hosted by
Webworld (https://webworld.host/). The IHPA database can only be accessed by
the website software itself or by the IHPA Website administrator. All IHPA digital
files are password protected with passwords being of a 16-digit-random-
alphanumeric sequence.

The IHPA has been moving to maintain only digital data. Any outstanding paper
data (training records) are currently stored in a locked cabinet under the

3 responsibility of the Chairperson. This data is reviewed periodically to ensure it is
up to date and necessary in accordance with the IHPA data protection policy.

The website allows for all retained data can be easily deleted if requested by
pilots.

All expired data is destroyed expired using the following approved methods
(shredding for paper data, digital wiping for digital data).

The IHPA Data Protection Deletion log is maintained of all data destruction
activities.
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References
IHPA Website:
https://www.ihpa.ie/index.php/profile/edit-my-profile

https://www.ihpa.ie/index.php/home/about-us#gdpr-statement

https://www.ihpa.ie/index.php/home/about-us#privacy

Data Protection Act 2018:
https://www.irishstatutebook.ie/eli/2018/act/7/enacted/en/html

GDPR Enactment 2018: https://www.dataprotection.ie/en/who-we-are/data-
protection-legislation

Data Protection for Organisations: https://www.dataprotection.ie/en/organisations

GDPR Readiness Checklist:
https://www.dataprotection.ie/en/organisations/resources-organisations/self-
assessment-checklist
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